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Cooperative security today appears to be a tenet honoured more in the breachthan
the observance. This contrast is particularly striking in the new security environment
of cyberspace. The special character of this space, a human creation that has grown
exponentially in magnitude and utility for global society in the time span of a gener-
ation, might with sufficient political will have spared it from the forces of interstate
conflict, but this has not been the case. The militarization of cyberspace is proceeding
apace and those constituencies that might have prevented this trend and maintained
asanctuary status for this unique environment were too unaware or too unorganized
tomount an effective defence.

According to a 2013 study by the United Nations Institute for Disarmament
Research, 47 states with national cybersecurity policies assigned some role to their
armed forces even though only six states had at that time published military cyber-
security strategies.! The United States has, as it so often is in international security
matters, been a pace setter with respect to the military use of cyberspace. It created a
distinct Cyber Command in 2009 with an initial budget allocation in fiscal year (FY)
2010 of US$ 114 million. This funding level was quadrupled to US $466 million for
FY 2016. A parallel augmentation of personnel levels has occurred of the command’s
Cyber Mission Force. The number of cyber teams is currently 123, comprising 4990
people enroute to a goal of over 6100 by FY 2018.2

Admiral Michael Rogers, the head of both US Cyber Command and the National
Security Agency, has been explicit in Congressional testimony about the states that
pose acybersecurity threat to the United States — Russia, China, Iran and North Korea,
in descending order of capability —and the need to generate a ‘complete spectrum of
capabilities’, both offensive and defensive, to counter such threats. He has also advo-
cated for the development of a “cyber deterrence policy” for the USA, the absence of
which would amountto a‘losing strategy’ for the nation.?

While other states do not normally match the USA’s high standards of transparency
in military matters, it would appear that many armed services are establishing cyber-
security entities and developing their cybersecurity capabilities. This is particularly
significant when ‘offensive capabilities” are included in the mix, or the capability to
engage in cyber operations with an extra-territorial disruptive, damaging or destruc-
tive effect. Admiral Rogers” affirmation that the USA will seek the same military
supremacy in the cyber realm as it does in other operational domains will no doubt
spur potential adversaries to try to counter this and in so doing contribute to a nascent
cyber armsrace.

Arguably, the first weaponization of cyberspace occurred some time in 2009-10
with the revelation that the so-called Stuxnet computer virus had been detected. This
virus was asophisticated cyber payload that targeted the computer-based control sys-
tems for the centrifuges used to enrich uranium at a nuclear facility in Iran. Stuxnet
essentially caused the centrifuges to self-destruct, resulting in significant setbacks for
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the Iranian nuclear programme. While there was never any formal acknowledgment
of responsibility for the attack, media leaks have attributed it to the USA probably in
partnership with Israel. Stuxnet represented the first use of what can beconsidered
a cyber weapon: a payload that actually caused physical damage and destruction, or
“kinetic effects” in military parlance.

This move on the part of a leading state from cyber defence to cyber offence had
major implications. In the words of General (ret) Michael Hayden, a former direc-
tor of the National Security Agency and the Central Intelligence Agency: ‘Somebody
has used an entirely new class of weapon to effect destruction. Somebody’s army has
crossed the Rubicon, and we’ve got alegion on the other side of the river now, and it’s
not going back’.* Hayden’s view is clearly that cyber weapons and presumably cyber-
war areirreversible realities the world must accept. Hisinterviewer however observes
that Caesar’sactionin crossing the Rubicon wasin violation of Rome’slaw, and implies
that legal restraints will be needed to avoid the devastation that unbridled cyberwar
could bring inits wake.

A further challenge to maintaining a peaceful cyberspace is the linkage to outer
space, an environment that has similar importance for society’s well-being and is
also vulnerable to deliberate acts of destruction. All space operations have a cyber
dimension as the communications between the 1300 active satellites in orbit and their
ground stations are conveyed via cyber systems. Such signals are vulnerable to jam-
ming to deny functionality, or ‘spoofing’, which can allow attackers to take control of a
satellite. There have been several reports of cyber attacks against operational satellites
including alleged Chinese cyberattacks against USremote sensing and meteorological
satellites, although the details are often cloaked in secrecy.’

These steps in the ‘militarization” of cyberspace have not gone completely unchal-
lenged, although it is evident that action on the military side has far outstripped that
in the diplomaticarena. The potential for preventive diplomacy in the context of inter-
national cybersecurity has not been sufficiently acknowledged or acted on. As a New
York Times editorial notes: ‘Cyberwarfare has already done considerable damage and
can lead to devastating consequences. The best way forward is to accelerate inter-
national efforts to negotiate limits on the cyberarms race, akin to the arms-control
treaties of the Cold War".6

Such a clear prescription has not been taken up to date, however, by the leading
cyber powers that could energize efforts to establish ‘rules of the road” for interna-
tional cybersecurity. Although the call to develop ‘norms of responsible state behavior
in cyberspace” has been echoed many times since the Obama Administration first put
this goal forward inits May 2011 International Strategy for Cyberspace,” diplomatic
progress to realize such norms has been sluggish. This may in part be due to the fact
that while the USA was the first to articulate the need to forge a global consensus
around such norms, it was Russia and China that were the first to formulate a set of
norms and put it before the UN for consideration. The Sino-Russian draft ‘Interna-
tional Code of Conduct for Information Security’ of September 2011 had an ambitious
provision for states ‘not to use ICTs [information and communication technologies]
including networks to carry out hostile activities or acts of aggression, pose threats
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to international peace and security or proliferate information weapons or related
technologies’.?

This formulation proved problematic from a number of perspectives, not least the
inherent ambiguity of terms such as ‘hostile activities” or ‘proliferate information
weapons’. The Sino-Russian sponsors held sustained consultations at the UN on their
draft set of norms, but the focus was more on domestic controls than arms control and
it was based on a concept of ‘information security’ that was not universally shared.
In January 2015 China and Russia circulated a revised version of their proposal. It
dropped the arms control provisionin favour of amore modest exhortation that states
should refrain from activities “‘which run counter to the task of maintaining interna-
tional peace and security’.

While the Code of Conduct proposal remains on the table, the principal focus of
attention at the UN in recent years has been on a process involving a series of reports
from the UN Group of Governmental Experts (GGE). This mechanism has involved
groups of 15 to 25 government-nominated experts examining ‘Developments inthe
field of Information and Communications Technology (ICT) in the context of inter-
national security’. These groups produced consensus reports in 2010, 2013 and 2015,
the focus of which was increasingly on the development of norms for responsible state
behaviourin cyberspace and the confidence-building measures that could accompany
them.

The 2013 report had already flagged the risk to international peace and security
represented by the lack of agreed norms for state behaviour in cyberspace. The 2015
reportsetoutableaker depiction of the cybersecurity environment, which highlighted
‘a dramaticincrease inincidents involving the malicious use of ICTs by state and non-
state actors’. Italsorecognized that ‘anumber of states are developing ICT capabilities
for military purposes’ and that “The use of ICTs in future conflicts between States is
becoming more likely’.

Against this darker threat assessment, the report emphasized the development of
‘voluntary, non-binding norms for responsible Statebehaviour...that canreduce risks
to international peace, security and stability’. Among the specific recommendations
were that:

1. ‘Statesshould notknowingly allow their territory tobe used forinternation-
ally wrongful acts using ICTs;

2. States must not use proxies to commit internationally wrongful acts using
ICTs;

3. States should not conduct or knowingly support ICT activity contrary to
its obligations under international law that intentionally damages critical
infrastructure or otherwise impairs the use and operation of critical infra-
structure to provide services to the public;

4. States should encourage responsible reporting of ICT vulnerabilities and
share associated information on available remedies to such vulnerabilities.

5. States should not conduct or knowingly support activity to harm the infor-
mation systems of the authorized emergency response teams of another
State. A State should not use authorized emergency response teams to
engageinmaliciousinternationalactivity.°
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Although these measures are all voluntary and there is no multilateral capacity to
monitor their implementation, it is evident that they reflect an effort to apply existing
principles of international humanitarian law to state conduct in cyberspace. In par-
ticular, to preclude attacks against critical infrastructure vital for civilians and attacks
by or against emergency response teams to computer emergencies or cyber incidents,
there are moves to give such teams a ‘protective status” akin to that accorded the Red
Crossand other humanitarian agencies under the Geneva conventions.

The concept of state responsibility for actions committed on their territory was
reaffirmed in the GGE report, which also called for cooperation in responding ‘to
requests from other states in investigating ICT-related crime or the use of ICTs for
terrorist purposes or to mitigate malicious ICT activity emanating from their terri-
tory’. Given the challenge of attribution in cyberspace and the absence of any interna-
tional system of monitoring, it could prove difficult to assess compliance with these
norms in the months to come. Some recommendations of the 2015 GGE verge on the
wishful thinking, such as the call to report on and share information regarding ICT
vulnerabilities— the very thing that states exploit to carry out cyberattacks. Overall,
however, the 2015 GGE made progress compared to its predecessors in specifying the
nature of the confidence-building measures and norms for responsible state behaviour
itwanted to seeimplemented.

While some at the UN admit to a degree of GGE fatigue, Russia and associated
states were able to rally support for yet another GGE to get under way in 2016, with a
reporting deadline of 2017. Although it may prove difficult for this GGE to add value
to the findings of its predecessors, in the absence of any other authorized multilateral
negotiating process onnorms for responsible state behaviour, the UN GGEs with their
broadly representative nature and consensus-based decision making will provide the
international community withacredible vehicle for norm development.

This assessment of cybersecurity diplomacy has focused on the UN, and a technol-
ogy as universal as the Internet certainly demands norms of global application, but
therehas alsobeen some movement on cybersecurity cooperation at the regional level.
The OSCE agreed an initial set of cyber confidence-building measures in December
2013. These voluntary measures dealt largely with information exchange and their
degree of implementation is difficult to judge, although the OSCE did provide some
institutional follow-up by establishing an Informal Working Group that will meet not
less than three times per year to review the initial set of measures and consider the
development of a second set. This envisaged second set has recently seen the light of
day and reflects a general recognition of the need to make progress on cybersecurity
norms despite the deterioration in East-West relations in the wake of Russia’s inter-
ventionin Ukraine.

Other regional organizations, such as ASEAN, the ASEAN Regional Forum, the
Organization of American States, the African Union and Asia Pacific Economic
Cooperation, have also begun to consider interstate confidence-building measures
on cyber activity, but they seem to be progressing more slowly and focusing more on
cooperation in relation to countering cybercrime rather than governing interstate
cybersecurity operations. The limited progress on establishing bilateral (US-Russian
and US-Chinese) confidence-building measures or cybersecurity dialogues appears
to be a function of their vulnerability to the vagaries of bilateral relationships. The
US-Russian cybersecurity dialogue, for example, despite having generated an initial
set of confidence-building measures, remains frozen.

China broke off participation in an embryonic bilateral cyber working group in the
wake of the US Justice Department issuing indictments against five serving officers of
the People’s Liberation Army in May 2014 for allegedly undertaking cyber espionage
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activities against US corporate entities. Chinese-US cybersecurity relations took a
turn for the better after President Xi’s state visit to Washington, DC, in September
2015and theunderstandingsreached thenregardinglimits to cyber-enabled economic
espionage. A High-level Joint Dialogue on Cybercrime was established in the wake
of the Xi-Obama meeting and met subsequently in December 2015 and June 2016. A
related Senior Experts Group on international norms in cyberspace has also met. It is
not clear how far these mechanisms havebeen able to address the military dimensions
of cybersecurity or whether it will be possible to devise cooperative security measures
to govern the cyber operations of the two powers. The fact that communication chan-
nels have been established is a positive sign and a necessary condition for embarking
on more significant cooperation. The continued absence of a similar dialogue in the
Russian-US context is disconcerting and may make it difficult to achieve broader
cooperative security arrangementsin cyberspace.

Conclusions

International cybersecurity policy is in an embryonic and hence fragile state. The
vitally important realm of cyberspace has hitherto been essentially free of destructive
stateaction. Stuxnetdemonstrated thatthe weaponization of thisuniqueenvironment
isareal threatand that diplomaticefforts on cooperative security approacheshavenot
keptpacewithmilitary capacity building. Therecommendationsonconfidence-build-
ing measures from the UN GGEs require serious take-up by concerned states if they
aretohaveanymaterialimpactonstate conductin cyberspace. Revitalized cybersecu-
rity diplomacy is called forif cyberspaceis ever tobe preserved for peaceful purposes.

That revitalization will first and foremost require leadership on the part of one or
more cyber powers. The USA, as noted above, arguably has the most at stake in
providing for a cyberspace in which the threat of hostile action has been eliminated
or mitigated. It will now be for a post-Obama administration to pursue with more
vigour the forward-looking directions set out in the 2011 International Strategy for
Cyberspace with its call for a global consensus to be forged on norms for responsible
state action. This consensus might have to be built up incrementally through a set of
arrangements worked out bilaterally between the leading cyber powers rather than
through a comprehensive process at the universal level. Recent progress on the bilat-
eral cybersecurity track between the USA and China augurs well in this regard.

Devoting the necessary political and diplomatic energy to making progress in
regional security organizations is still highly desirable if common standards of state
conductin cyberspace are ever to be codified. An unheralded example of steady pro-
gress in hammering out such standards was the March 2016 decision by the OSCE to
add a further five confidence-building measures to the initial set agreed on in 2013.1!
The new measures include facilitating exchanges on securing critical cyber-enabled
infrastructure. This in turn could yield agreement on cooperative measures such as
prohibitions on disrupting cyber communication links with satellites or other vulner-
able critical infrastructure assets. The existence of an ongoing OSCE discussion on
cyber confidence-buildingmeasureshasalsoallowed forengagementwith Russiaand
the USA atatime whenbilateral channels of cooperationhavelargely been shutdown.

A combination of self-restraint and self-interest on the part of the cyber powers
may keepcyberspacefrombeing transformed intosimply another’domain’ of military
conflict. The international community, including its billions of ‘netizens’, would no

1 Organization for Security and Co-operation in Europe (OSCE), Confidence-building measures to reduce the risks
of conflict stemming from the use of information and communication technologies, Decision no. 1202, PC.DEC/1202,
10 Mar.2016.



doubt prefer a more solid and transparent basis for sustaining a peaceful cyberspace. It will
require continued advocacy and activism to ensure that states really behave in cyberspacein
the responsible manner they publicly espouse.
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